Safety & Security Roundtables
in Pennsylvania
2002

During December 2001 and January 2002, a series of roundtables was held in three locations in Pennsylvania to discuss the possible state of preparedness of transit systems in the Commonwealth in light of the events of September 11th.  This document provides a summary of the discussions.  The meetings were sponsored by PennTRAIN.
Purpose

The reasons for holding the meetings were as follows:
· Hold roundtable discussions on safety/security issues to give people a chance to discuss safety/security issues in an informal setting.
· Development of comprehensive, low cost safety & security responses to the events of September 11th and to other possible events such as floods, storms and other disaster-type events.

· Explore recommendations directed at improving systems’ ability to respond to emergency situations.
Who Attended
Transit systems typically sent several people to the meeting in their area.  This was fortunate because diverse perspectives were represented and this enriched the discussions.  Meeting participants were from the following areas:
· Transit managers

· Maintenance directors

· Operations directors

· State & local officials

· Transit board members

· Consultants
Roundtable Locations
· Allentown (27)—December 12, 2001

· State College (32)—January 9, 2002

· Aliquippa (16)—January 23, 2002

Organization of Topics Discussed
Generally, at each meeting the following topics were discussed in the order shown.
· Facilities
· Vehicles

· Computer/Technology

· Mail/Packages

· Training

· Resources

Facilities

· Safety/Security audit of all facilities (Day/N)

· Fencing
· Exterior lighting

· Video monitoring

· Single point of entry

· Limiting access (entry doors/garage doors/parking)

· Peer audit

· Create presence of security
· ID areas for improvement

· Improve security around all facilities (buildings & grounds)
Vehicles

· Transmission lock-out switch ($50 parts + labor); allows the heat and air-conditioning to operate but prevents vehicle operation.
· Lock down policy on keyed vehicles

· Panic button technology

· Roof ID numbers ($20/veh. + labor)
· Warning lights on veh. Roof ($100 parts + labor)

· Pre- Post-inspections of vehicles-interior/exterior

· Cell phones on rural vehicles/AVL

· Security personnel presence/video cameras

· Bus wrap visibility issues

· Radio codes/communication

· Night onboard lighting

Computers/Technology

· Anti-virus software/firewalls

· Backup system/off site storage

· Password management (periodic change) 

· Secure server/ISP security protocols 

· Restrictions on data access

· Control access to computer

Mail/Packages

· Single point of entry for all mail and packages
· Follow USPS guidelines

· Log-in all mail/packages
· No return address, don’t open

· Suspicious packages—action plan 

· Latex glove use

Training

· Conduct simulations/drills periodically

· Partnering with local EMA, other agencies

· All employee training in emergency preparedness 

· Collect appropriate resources

· Incorporate S/S in monthly meetings

· B.O.L.O. (be on the look out) process as S.O.P.

· Train-the –trainer

· Communication

· Role of transit in Community Emergency Plan

· Expectations of employees during emergency

Resources
The following resources were identified and discussed.
· FTA

· TCRP

· PEMA

· FEMA

· APTA

· State & Federal Training Programs

· CTAA

· PennTRAIN

· Web site links

· www.homelandsecurity.state.pa.us
· www.pema.state.pa.us
· Other

The Big Picture
This discussion topic dealt with the process of getting organized for handling safety/security issues and was one of the most important parts of the meetings.
· Call a meeting of the minds: commitment (get all relevant internal people to meet on this issue)
· Name Emergency Response Coordinator

· Connect with local Emergency Mgt. Planning personnel for input
· Enhance relationships with local media; media plan

· Develop Emergency Response Plan

· Communicate plan to all employees

· Train, Train, Train; Drill, Drill, Drill 

· Review plan several times per year

· If emergency occurs, critically analyze

· Need to add S/S to training programs

· Educate to change attitudes

· Communication, both internal and external to the organization, is key

What’s Next?
Discussion at each meeting included ideas for possible future activities on this topic.  These were as follows
· Training (PennTRAIN)—additional training on developing an emergency plan
· Additional meetings/symposia—presentation of roundtable results to a wider audience
· Host training sessions sponsored by state and federal agencies
· Research/Reports—make available on web site
· Resource clearinghouse 

